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I
1.

Statement of scope and intent

This Information and Data Governance Policy document is an amalgamation of
three previous documents

. The Information Governance Policy
. The Data Retention Policy; and
o The Data Protection Policy

These have been amalgamated and streamlined due to an obvious overlap and
the need to have a more coherent approach to the application of all three.

It is noted that other organisations which Trade works with and alongside use
the terms ‘data’ and ‘information’ interchangeably; in different ways; and in a
range of differing contexts. This policy recognises this and aims to ensure that
alongside its statutory duties Trade’s policies and procedures meet the
requirements of the broad range of organisations and services with whom we
work.

At the same time Trade needs to ensure the manageable and legally compliant
collection, use, protection, and retention of data and information.
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Introduction and key themes underpinning this Policy

Records management might be understood as the process by which an
organisation manages all the elements of records whether externally or
internally generated and in any format or media type, from their
inception/receipt, all the way through to their disposal.

Everyday business produces masses of ephemeral, i.e., short-lived, information
by its staff. It is not the intention of this policy to address every piece of
information that is produced. Ephemeral information such as informal notes,
phone messages, drafts of unapproved documents, distribution lists, duplicate
copies of master documents are not regarded as corporate records and should
not be retained. Such data or information will be shredded or erased.

For retention purposes it is often necessary to distinguish between a
document, which has short-term value, and a record, which has longer-
term value to the business and will require a retention schedule to be
applied for review and disposal.

It is noted here that four key themes underpin this Policy:

. Legal compliance

. Information security

o Transparency / Openness
J Quality assurance

Linked policies

This Policy applies to all of Trade’s work and its policies and procedures. In
particular, it should be read in conjunction with the:

o wbdh -~

Confidentiality Policy

Consent Policy

DBS Disclosure Policy & Procedure
IT Policy Staff and Volunteers
Safeguarding Policy
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IV. Purpose of this Policy

1. Trade is committed to complying with privacy and data protection laws
including:

. The General Data Protection Regulation (GDPR) and any related
legislation which applies in the UK, including, without limitation, any
legislation derived from the Data Protection Act 2018.

. The Privacy and Electronic Communications Regulation (2003) and any
successor or related legislation.

. All other applicable laws and regulations relating to the processing of
personal data and privacy, including statutory instruments and, where
applicable, the guidance and codes of practice issued by the Information
Commissioner’s Office (ICO) or any other supervisory authority.

2.  This policy sets out what we do to protect individuals’ personal data.

3. Anyone who handles personal data in any way on behalf of Trade must ensure
that we comply with this policy. Any breach of this policy will be taken
seriously and may result in disciplinary action or more serious sanctions
including criminal proceedings.

4.  This policy will be amended in line with the policy review schedule and more
often where necessary to reflect any changes in legislation, regulatory guidance
or internal decisions.

V. About this policy
1. Personal data that we may handle relates to (but is not limited to) the following:

. Service Users (including identifiably vulnerable adults)
J Employees

o Job applicants

J Donors

. Volunteers

. Contractors

J Counsellors

° Trustees

VI. Definitions of data protection terms

The following terms will be used in this policy and are defined below:
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Data Subjects include all living individuals about whom we hold personal data,
for instance staff, volunteer or a service user. A data subject need not be a UK
national or resident. All data subjects have legal rights in relation to their
personal data.

Personal Data means any information relating to a living person who can be
identified directly or indirectly from that information (or from that information and
other information in our possession). Personal data can be factual (such as
name, address, or date of birth) or it can be an opinion (such as a performance
appraisal/experience of specific mental health behaviours). It can also include
an identifier such as an identification number, location data and an online
identifier specific to the physical, physiological, genetic, mental, economic,
cultural, or social identity of that person.

Data Controllers are the people who, or organisations which, decide the
purposes and the means for which, any personal data is processed. They have
a responsibility to process personal data in compliance with legislation.

Data Processors include any person/organisation that processes personal
data on behalf of a data controller. Employees of data controllers are excluded
from this definition, but it could include other organisations such as website
hosts, subcontractors or other service providers which handle personal data on
our behalf.

European Economic Area includes all countries in the European Union as
well as Norway, Iceland and Liechtenstein.

ICO means the Information Commissioner’s Office (the authority which
oversees data protection regulation in the UK).

Processing is any activity that involves use of personal data, whether or not by
automated means. It includes but is not limited to:

J collecting

o recording

J organising

J structuring

J storing

J adapting or altering

J retrieving

. disclosing by transmission (e.g., by email, post etc.)
J disseminating or otherwise making available

o alignment or combination
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VII.

J restricting

J erasing

J destruction

Sensitive Personal Data (which is defined as “special categories of personal
data” under GDPR) includes information about a person’s:
. racial or ethnic origin

o political opinions

o religious, philosophical or similar beliefs

. trade union membership

o physical or mental health or condition

. gender identity

. sexual orientation or sexual identity and expression
. genetic data

. biometric data

. such other categories of personal data as may be designated as “special
categories of personal data” under legislation.

How Trade will meet its responsibilities for managing your data

The CEO retains overall responsibility for ensuring compliance with GDPR and
definitions of data protection terms within this policy.

There is no Data Protection Officer due to the low amount of special category
data that we process.

The Operations Manager monitors compliance, audits, data breach response
and first line enquiries.

Trade will only process and store data under Article 6 if there has been consent
given by the individual or if there is legitimate interest.

Where Trade is holding or processing special category data we have assessed
that we have met the criteria of Article 6 above and also one or more of the
Article 9 conditions for processing special category data:

The most frequent conditions that we will use and process your data is
conditions a) Explicit consent. Following the sharing of our privacy notice,
verbally, electronically or via hard copy we ensure the explicit consent from our
clients.

We may also rely on condition (h) Health or social care, this also requires a
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VIII.

IX.

legal basis from legislation.

As we may rely on condition H we will also meet the associated condition in UK
law, set out in of Schedule 1 of the Data Protection Act 2018, Part 1, Paragraph
2 processing is necessary for health or social care purposes most often for
medical diagnosis or the provision of health care or treatment.

Trade will audit the personal data it processes every three years; or when new
data or a new processing operation is introduced. The purpose of the audit is to
ensure that all personal data Trade processes is done in accordance with the
principles and procedures in this Policy, to determine the appropriate lawful
basis for processing, and assess the privacy impact of such processing. The
outcome of personal data audits will be recorded in writing. Trade will also keep
copies of any individual consent forms/records for as long as the personal data
to which they refer is kept

Data protection principles

Anyone processing personal data must comply with six data protection
principals set out in the GDPR. We are required to comply with these principles
(below) and show that we comply.

Personal data should be:

. processed fairly, lawfully and transparently

. collected for specified, explicit and legitimate purposes and not further
processed in a way which is incompatible with those purposes

. adequate, relevant and limited to what is necessary for the purposes for
which it is held

. accurate and, where necessary, kept up to date

. not kept longer than necessary

o processed in a manner that ensures appropriate security of the personal
data

Processing data fairly and lawfully

The first data protection principle requires that personal data is obtained fairly
and lawfully and processed for purposes that the data subject has been told
about. Processing will only be lawful if certain conditions can be satisfied,
including where the data subject has given consent, or where processing is
necessary for one or more specified reasons, such as where it is necessary for
the performance of a contract.

To comply with this principle, when we receive personal data about a person
directly from that individual, which we intend to keep, we need to provide that
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person with “the fair processing information”. In other words, we need to tell
them:

J the type of information we will be collecting
J who will be holding their information, i.e., Trade
J why we are collecting their information and what we intend to do with it

J the legal basis for collecting their information (for example, we are relying
on their consent, or on our legitimate interests or on another legal basis)

. if we are relying on legitimate interests as a basis for processing data,
what those legitimate interests are

. whether the provision of their personal data is part of a statutory or
contractual obligation and details of the consequences of the data subject
not providing that data

o the period for which their personal data will be stored or, where that is not
possible, the criteria that will be used to decide that period

o details of people or organisations with whom we will be sharing their
personal data

. if relevant, the fact that we will be transferring their personal data outside
the EEA and details of relevant safeguards

. the existence of any automated decision-making including profiling in
relation to that personal data

We do this using our ‘privacy notice’ which we make available on the Trade
website and in hard copy on request.

Where we obtain personal data about a person from a source other than the
person themselves, we must provide that individual with the following
information in addition to that listed under 5.2 above:

. categories of personal data that we hold
. the source of the personal data and whether this is a public source

In addition, whether personal data is obtained directly or indirectly, we must
also inform individuals of their rights outlined in section 9 below, including the
right to lodge a complaint with the ICO and the right to withdraw consent to the
processing of their data

This fair processing of information can be provided in a number of places
including on web pages, in mailings or on application forms. We must ensure
that the fair processing of information is concise, transparent, intelligible and
easily accessible.
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XI.

XIl.

Processing data for the original purpose

The second data protection principal requires that personal data is only
processed for the specific, explicit and legitimate purposes that the individual
was told about when we first obtained their information.

This means that we should not collect personal data for one purpose and then
use it for another. If it becomes necessary to process a person’s information for
a new purpose, the individual should be informed of the new purpose
beforehand. For example, if we collect personal data such as a contact number
or email address in order to update a person about our activities it should not
then be used for any new purpose, for example to share with other
organisations, without first getting the individual’s consent.

Personal data should be adequate and accurate

The third and fourth data protection principles require that personal data that
we keep should be accurate, adequate and relevant. Data should be limited to
what is necessary in relation to the purposes for which it is processed.
Inaccurate or out of date data should be destroyed securely, and we must take
every reasonable step to ensure that personal data which is inaccurate is
corrected.

Not retaining data longer than necessary

The fifth data protection principle requires that we should not keep personal
data longer than we need to for the purpose it was collected for. This means
that the personal data that we hold should be destroyed or erased from our
systems when it is no longer needed. If any of the people listed in Section V
About this policy on page 3 think Trade may be holding out of date or
inaccurate data they should refer to the Operations Manager or the CEO.

The Trade schedule listing the timelines for retention of specific types of
information can be found in Appendix 1 - Information Retention Schedule.

More detailed guidance / procedural information on staff, trustees and volunteer
records can be found in Appendix 2 — Guidance on Staff, Trustee and
Volunteer Information.

More detailed guidance / procedural information on service user records can be
found in Appendix 3 — Guidance on Service User Information.

The period for which records are kept depends on a number of factors including
legal and related requirements, costs, the organisations own need to access
the documents, and historical value. Each type of document is assessed
separately. In the case of similar types of document filed within the same
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XIil.

location (a bundle), it is sufficient to keep the bundle until the ‘bundle’ expiry

date.

The following (not detailed elsewhere) is also noted:

Finance records include: records of payments made, purchase ledger,
invoicing (revenue/capital), petty cash records, paying in slips, bank
statement, remittance advices, correspondence regarding donations, bank
reconciliations, receipts, sales ledger and gift aid declarations. Finance
records are kept in line with HMRC requirements.

Payroll records include income: tax records, P6 and P11D & P60
documents and certificates. Notice of tax code change, annual return of
taxable pay and tax, pension deductions (including superannuation),
payroll and payroll account control. Payroll records Finance records are
kept in line with HMRC requirements.

Building records include: title deeds, leases, design plans and concepts,
collateral warranties and records of historical interest. They also include
records of major refurbishments, warranties, planning consents, design
documents. These documents are kept permanently, unless they relate to
leases in which case they are kept for fifteen years plus current year. The
asbestos register and asbestos disposal certified is retained permanently.

Insurance records include: policies, claims correspondence, accident
report and relevant correspondence, Employers Liability insurance
certificate. These records are kept for three years after lapse or after
settlement with the exception of Employers liability which is held for forty
years.

Other documents include: trustee/director minutes, meetings and
decisions, annual reports and accounts, major agreement of historical
significance. These documents are kept permanently. Other documents
not already stated can include contracts with customers, suppliers or
agents licensing agreements, rental hire purchase agreements,
indemnities and guarantees and other agreements or contracts.

Rights of individuals under the GDPR

The GDPR gives people rights in relation to how organisations process their
personal data. Everyone who holds personal data on behalf of Trade must be
aware of these rights. They include (but are not limited to):

The right to request a copy of any personal data that we hold about them as the
data controller, as well as a description of the type of information that we are
processing, the uses that are being made of the information, details of anyone
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to whom their personal data has been disclosed, and how long the data will be
stored. This is known as subject access rights.

The right to be told any available information as to the source of the data where
the data is not collected from the person directly.

The right to object to the processing of data where the processing is based on
either the condition of public interest or legitimate interests.

The right to have personal data erased in certain circumstances. This is also
known as the right to be forgotten.

The right to restrict processing in certain circumstances
The right to have inaccurate data amended.

The right to prevent processing that is likely to cause unwarranted substantial
damage or distress to themselves or anyone else.

XIV.Data security

1.

The sixth data protection principle requires that we keep securely any personal
data that we hold.

We are required to put in place procedures to keep the personal data that we
hold secure, including protection against unauthorised or unlawful processing
and against accidental loss, destruction or damage, using appropriate technical
or organisational measures.

When we are dealing with sensitive personal data, more rigorous security
measures are likely to be needed, for instance, if sensitive personal information
is held on a memory stick or other portable device it should always be
encrypted.

When deciding what level of security is needed the starting point should be to
look at whether the information is sensitive or highly confidential and how much
damage could be caused if it fell into the wrong hands. All members of staff,
trustees and volunteers are responsible for ensuring that any information they
hold or are party to, is handled in line with this policy and with current law. If
you have access to personal data, you must:

. only access personal data you have been given authority to access;
o only access personal data for authorised purposes;

. not disclose personal data to others unless they are authorised
individuals;
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ensure data is kept secure and retained where it cannot be accessed by
unauthorised personnel,

ensure personal data, or devices containing or that can be used to access
personal data, are not removed from our premises without appropriate
security measures being used to secure the data and the device (e.g.,
encryption or password protection); and

only store personal data on authorised devices.

The following security procedures and monitoring processes must be followed
in relation to all keeping personal data processed by Trade, safe and secure:

We will conduct employee background checks (see above “Criminal
Conviction Data”)

Access to client personal data will be limited to authorised staff, trustees,
and volunteers.

All sensitive data will be stored on our cloud-based CRM, where we can
monitor access, offer high level encryption and review activity logs for
accountability

Where data is shared with us through our website, high end encryption
ensures data safety at point of transfer to our cloud based CRM

Staff will not share data via email unnecessarily, however when it is
necessary they will use password protection on their documents and/or
emails.

Where access is given to the CRM access can and will be limited to the
lowest possible data visibility to minimise data access where unnecessary
and access will be based upon role and need.

We will ensure that all staff are aware of the appropriate security steps
and the consequences of any breach of security protocols.

Personal data will be stored only on authorised devices and computer
networks (and will be password protected).

All devices and networks are protected by secure passwords, a firewall,
anti-viral/malware software. Software / application updates are installed
soon after release. We out source our ICT to ensure highest levels of
compliance.
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. Where practicable, we will block access to file sharing or other
inappropriate websites; and prohibit the use of unapproved software on all
devices.

. Electronic data must not be stored on local drives (including desktops) or
removable drives. They must be stored on our secure site where data can
be backed up.

. Staff must ensure that if devices containing (or that can be used to
access) personal data, are removed from the office, the data and the
device must be secured with encryption and password protection and are
not left unattended where they can be accessed by others.

o Staff must ensure that computer screens do not show confidential
information to passers-by and that they log off/lock their computers when
left unattended.

o Paper documents that hold personal data must be shredded once the
document is no longer needed. Paper records will be phased out and
either destroyed or transferred to our CRM and the paper copy then
destroyed.

. Paper / physical documents that contain personal data must be kept in
locked cabinets or drawers. Staff and Trustees will ensure that the
security and integrity of premises and places where personal data is
stored is of a high standard.

XV. Data Breaches

Any potential or actual data breach must be reported immediately to the Operations
Manager at Trade, together with:

1. ashort description of the nature of the breach,

2. the type of data and actual (or approximate if not known) number of personal
data records concerned;

The Operations Manager will then, seeking advice if necessary, determine the
severity of the breach and the likelihood of it resulting in a risk to individual rights and
freedoms. If there is such a risk, in compliance with legal requirements, the
Operations Manager will notify the Information Commissioners Office and the
Charities Commission of the breach, and inform the CEO and Chair of Trustees
accordingly.
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XVI. Destruction of Records

1. All records due for destruction must be destroyed securely. Paper or physical
payment card records must be shredded.

2. Electronic files should be disposed of in a way that makes reconstruction highly
unlikely.

Emails

Will be deleted (to the bin) as they are read and if they are no longer
needed

. Will only be stored whilst they are needed in pursuance of active Trade
business

J Will be kept if doing so meets legislative or HMRC requirements
J Email Bins will be emptied monthly.
. Electronic versions of documentation containing personal data

. Will be securely shredded when no longer required (see other sections of
this policy for details of applicable periods of data retention.

XVII. Transferring Data Outside the UK

1. Trade does not routinely share data with organisations in other countries.
However, we cannot be sure of the location of sites, IP addresses or email
servers of other organisations we work with.

2. The GDPR requires that when organisations transfer personal data outside the
UK, they take steps to ensure that the data is properly protected.

3. No data should be knowingly shared with an organisation outside the UK
without approval from your line manager first.

XVIIl. Processing sensitive personal data

1. On some occasions we may collect information about individuals that is defined
by the GDPR as special categories of personal data and special rules apply to
the processing of this data. In this policy we refer to special categories of
personal data as “sensitive personal data” (see section 3.9).

2. Purely financial information is not technically defined as sensitive personal data
by the GDPR. However particular care should be taken when processing such
data.

Page 13



In most cases, in order to process sensitive personal data, we will obtain
explicit consent from the individuals involved as a condition of processing,
making it clear how we are going to use their information.

There are circumstances in which the GDPR permits organisations to process
sensitive personal data without consent. If you are concerned that you are
unable to obtain explicit consent speak to the Operations Manager.

XIX. Notification

1.

XX.

XXI.

We recognise that whilst there is no obligation for us to make an annual
notification to the ICO under the GDPR, we will consult with the ICO where
necessary.

We will report breaches to the ICO where necessary within 72 hours. We will
also notify affected individuals where the breach is likely to result in a high risk
to the rights and freedoms of these individuals.

Subject Access Requests (SARs)

Staff are entitled to see their own personnel files. To do so, they should arrange
a mutually convenient time with their line manager. Access may be denied or
limited (i.e., redacted) where it involves disclosing information about or from an
identified third party (e.g., a colleague) unless the third party concerned has
given consent to the disclosure of that information.

Trade service users are entitled to know what information is held about them,
why and where it is held and who can access it. They have the right to see this
information and to correct it if necessary. In order to see information, they
should contact the Operations Manager in writing who will arrange a mutually
convenient time for this (within 40 days) or who will facilitate the involvement of
other relevant staff.

With regard to the rights of the Trade service user, as well as taking action to
protect third party confidentiality, Trade will not:

o disclose any information relating to management forecasts where this
could jeopardise the business effectiveness of the organisation

. reveal official or legal proceedings against an individual, except to those
directly concerned.

Resources

Information Commissioner’s Office - https://ico.org.uk/
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Appendix 1 - Information Retention Schedule

The Trade schedule listing the timelines for retention of different pieces of
information reads as follows:

1. Unsuccessful job application forms ............cccoriiiiiiiii e 12 weeks
2. Employee records ........cccoooiiiiiiiiiiiiiiiieeeeeeeeee e (current year plus) 6 years
3. Volunteer detailS.........cooooiiiiiiiiii 6 years
4. OUF SEIVICE USEI'S ....eeeeiiiiiiieeeeeaee e ettt e e e e e e e e e e e e e e e e e e 6 years

5.  Counselling Clients (only necessary records after final use of services) ..7 years

6.  ACCIAENT DOOKS ....ooiiiiiiiiiiieie e 15 years
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Appendix 2 — Guidance on Staff, Trustee and

Volunteer Information

Trade holds information about staff to do with their working life in order to fulfil its
responsibilities as an employer. Personal information is also held about trustees and
volunteers. Much of this information is highly personal and Trade recognises its duty
to safeguard the data by all means possible and to notify staff about what is kept and
why, along with information about how the data can be accessed and by whom.

What data?
1. Information held by Trade will include:

Information relating to recruitment and selection such as application
forms; shortlisting and interview assessments; references; proof of
eligibility to work in the UK; where relevant, unspent criminal records
and/or the outcome of Disclosure and Barring investigations.

Personal details of home address, phone number, next of kin.

Information necessary for payment of salaries, such as bank details,
national insurance number, details of deductions to e.g. the courts or
trade unions, expenses claims.

Information about academic and vocational qualifications and experience.
Notes of probationary reviews and supervisions.

Employee / personnel records include: personnel files and training
records, wages, salary records, expense accounts, overtime, TOIL, time
off authorisation records, redundancy details, calculations of payments,
refunds, notifications to the secretary of state, life assurance expression of
wish forms.

Sick notes, and medical assessments, including information relating to
disabilities.

Absence records, including sickness absence, compassionate leave,
unauthorised absences.

Time sheets and holiday sheets.

Details of grievance and disciplinary proceedings including current
warnings (within the timescales allowed by the appropriate policies).
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o Reference requests and responses.

o Other documents which can form part of a staff member’s ‘Bundle’ of
records include statutory maternity and paternity pay records,
calculations, certificates or other medical evidence, statutory sick pay
records, calculation, certificates and self- certificates, national minimum
wage records

‘Sensitive’ data will only be processed if necessary or advantageous to the
employment relationship and with the explicit consent of the individual staff or
for purposes imposed or conferred by law in connection with employment,
social security or social protection. Sick notes, absence records and other
health-related information are classed as ‘sensitive information’ and particular
care must be taken to ensure that these are stored securely and that access is
limited to staff who need to see them.

Why?

3.

The data kept on staff is primarily in relation to their employment with Trade.
This data will be used for the purpose of administering and managing their
employment. Information about trustees is held for registration with the Charity
Commission and Companies House and for some funding applications.
Personal information about staff and volunteers may also be kept for the
purposes of applying for funding, obtaining insurance or responding to requests
for information from Government offices, the Charity Commissioners or other
reputable bodies. Where possible, sensitive information will not be tied to
individuals but will be given in anonymised statistical formats only.

No unrelated data will be kept and any sensitive data (excluding health and
criminal records) held by the organisation will be deleted at the request of the
individual concerned.

Where?

5.

All personnel data including Payroll information is kept either in locked filing
cabinets and /or in computer files only available to CEO, Operations Manager,
and any other line managers with delegated responsibility. Most personal data
is kept in individual personnel files in locked filing cabinets. Payroll data is
stored in a locked filing cabinet. Line managers keep staff files covering
supervision sessions plus any job-related information necessary for
management.

Some personal information, including names and photographs, may be
published in, e.g., newsletters, annual reports, publicity leaflets or the
organisation’s website. This information will not include home or personal
contact details. Staff may request that all or any personal information and/or
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photographs are restricted to internal access and this request should be
complied with.

Whom?

7.

10.

Employees and trustees give Trade a contractual basis to hold data as
described above and to access and use it as outlined by accepting an offer of
employment and agreeing to their Written Statement of Employment
Particulars, or in the case of trustees, by filling in the Companies House
registration form. Access to staff and trustee data is restricted to management
at the appropriate level or to named administrative staff on a ‘need to know’
basis. Information may also be disclosed as required by law, contract or on a
‘need to know’ basis to trustees, auditors, pension providers, insurers,
government departments or other relevant parties/individuals. Information will
also be given to a transferor as required by law in the event of a transfer of
undertaking.

Job applicants are also covered by the Data Protection Act and by this policy.
Trade will design and process application forms and other information relating
to applicants in line with the Act, again on a contractual basis. Trade will only
request information which is relevant and not excessive and for the particular
purposes of the selection process only. This information will be securely stored
and will only be accessed by staff that need to have it for purposes of
administration or selection. It will not be kept for longer than necessary for the
needs of the organisation, normally no more than eight weeks after the initial
interviews have taken place for unsuccessful candidates. Sensitive information
relating to health, disability, criminal records and immigration status will only be
requested where necessary for the protection of the organisation and/or its
service users and will not be disclosed to anyone who does not need to know.
Sensitive information as detailed above may be requested but will be used for
equality and diversity monitoring purposes only. This information will not form
part of the selection process and will not be processed or retained in any form
which identifies the individual to whom it pertains.

The identity of job applicants should be kept confidential as far as possible and
for as long as possible. Where a job offer is made, the names of the successful
candidates should not be made public until the appointment has been accepted
and confirmed.

Feedback on interview performance should be made without specific reference
to other candidates.
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How long?

11.

12.

13.

14.

15.

Most information will be retained for as long as a person is employed by Trade
and for a reasonable period of time thereafter, not exceeding 6 years plus the
current year.

Sickness records will be stored securely at all times and will be kept for as long
as a person is employed by Trade and for a reasonable period thereafter, with
the aim of destroying or deleting records after 3 years.

Disciplinary proceedings and warnings will be kept for the time stipulated in the
policy concerned.

Application forms from unsuccessful applicants to a job will be kept for a
reasonable period of time not exceeding twelve weeks after the initial interviews
have taken place.

DBS documentation will not be retained although a record will be kept of the
fact that a satisfactory/unsatisfactory check has been made. This will be kept
on file for as long as necessary, or until the next check is carried out.

Monitoring of staff activity

16.

17.

Staff should be aware that Trade may, if they have reason to do so, monitor
use of the internet and/or emails. Private emails will never be opened
intentionally but staff should be aware of the possibility of accidental access
and of the right of managers to question and investigate private use. Deliberate
monitoring will only take place where there is good reason to suspect a
disciplinary offence or another justified concern.

Performance and quality control monitoring will be overt and for a clear
purpose. Covert monitoring will not be permitted.

References

18.

19.

References given by an employer about a person currently working for them
are exempt from some aspects of normal data protection rules. This means that
a staff member has no automatic right of access to a reference written about
them by Trade. However, as a matter of good practice, Trade will only respond
to reference requests that are clearly authorised by the staff member
concerned.

Personal references should be clearly stated as such and should not be on
Trade’s headed paper. References must be objective, truthful and justifiable.
Telephone references should not be given unless you have been asked to
provide one by the person whom the reference concerns, and then you should
initiate (or return) the phone call to the person to whom the reference is to be
given to confirm identity.

Page 19



20.

Referees should bear in mind that although there is no automatic right for the
subject of the reference to see it before it is sent, they will usually have a right
to access any references written about them once they are received by a
new/prospective employer.

Supervision

21.

22.

23.

24.

Supervision sessions are in general confidential to the CEO, line managers,
and the trustees of the organisation, where appropriate.

Ground rules for when and why confidentiality may be broken should be agreed
during a supervision session and might include, for instance:

o information about the progress of work against funding targets
o complex or problematic case management

. discussion of the implications for colleagues of a request for flexible
working

. some information to colleagues about personal circumstances which are
temporarily affecting performance

. discussion of grievances or concerns about performance with a more
senior manager

Wherever possible, agreement about any breach of confidentiality should be
reached in advance of the disclosure taking place.

Although the supervisor is bound by confidentiality, it is helpful for the
supervisee to inform the supervisor if there are any personal circumstances
which are particularly sensitive.
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Appendix 3 — Guidance on Service User
Information

Trade is committed to respecting the confidentiality of those who use and/or support
its services. This means respecting the right of members, benefactors, beneficiaries
and service users to privacy and their right to expect that any personal information
they give us will not be discussed or passed on to anyone outside Trade without their
permission (there some exceptions to this, please see section 3 — Exceptions).

What data?

1. Personal or sensitive information could include names and addresses, medical
and psychological conditions, financial status, employment status, living
arrangements, criminal offences, and internal organisational issues/disputes.
The information may be given in conversation or in written form, for example on
an application/interview form or email. This data will only be collected if there is
a legal basis under which it can be collected.

2.  Service user records are considered personal data. Personal data means any
data which, together with other information held or likely to be held by the
organisation documents a living individual. Notwithstanding, the following
applies (providing it does not conflict with legislative requirement).

. Long term service user contract and correspondence relating to contracts
and records of complaint and investigations are kept for six years plus
current year from the date of last contact with the service user.

J Clinical audit forms and HIV testing forms are kept for two years in
agreement with clinical governance.

. Service user meeting minutes and staff communication books and diaries
are kept for one year plus current year.

o Funders requirements

o HIV diagnosis letters are retained permanently unless the client has
moved away from the service or is deceased.

The Senior Health Promotion Worker(s) are responsible for identifying

exceptional and / or complex cases where records should be retained for longer

periods. These records will be kept separate from the personal data ‘bundle’.
Why?

3. Trade keeps information on its service users for the purposes of providing a
service and meeting individual service user needs.
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Trade will also collect names and addresses, including email addresses, of
service users for purposes of marketing our services or for quality control
purposes. This information will only be used for these purposes with the
knowledge and explicit consent of the data subject (see ‘Collecting and
safeguarding information’ below).

Trade keeps information for applying for funding, monitoring how funds are
spent and responding to request for information from Government offices, the
Charity Commission and other reputable organisations. Statistical and
depersonalised information may be used for campaigning purposes or publicity
purposes.

No unrelated data will be kept and any sensitive data held by the organisation
will be deleted at the request of the individual concerned.

Where?

7.

All personal data is kept in locked filing cabinets and/or in secure files accessed
through appropriate permission levels.

Recording and accessing information

8.

Written records of any dealings with service users may be made with the
service user’s permission if the purpose of such records is clearly explained to
the service user. Only essential information should be recorded and these
records must be processed in line with Data Protection principles, stored
securely and destroyed when no longer needed. Voluntary agreement to supply
personal information such as names and addresses will be taken to imply
consent to recording that information for Trade’s necessary purposes.

However, where practicable, data protection information will be given and
explicit consent will be sought (or the opportunity to withdraw consent will be
offered) on an appropriate letter or form.

Sharing information

9.

10.

11.

Where service user information is to be shared with a partner organisation or
where Trade is contacting a third party on the service user’s behalf, the
service user must if possible and practicable confirm their agreement by giving
signed authorisation.

Where funders require personal information about the beneficiaries of services
for audit purposes, this information will be collected on forms which clearly
indicate who will receive the information and include provision for service users
to sign a consent declaration.

Personal information should not be conveyed to other organisations or
individuals via telephone calls or faxes without adequate safeguards
regarding confidentiality.
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12.

13.

14.

15.

External requests for information about an individual should not be
sanctioned. Where appropriate, staff may agree to pass on the request to that
individual to respond to if they so choose. See advice above for strategies for
dealing with requests for information from unknown or unverified enquirers.

Email communications may not be private.

Names or contact details should never be released to the media in response to
requests for ‘case studies’. Media enquiries may, however, be passed on to
service users so that they can choose whether or not to respond to them.

Statistical information may be used for research, monitoring and funding
purposes but must not be attributable to an individual. Where, for publicity
purposes, Trade wishes to use an attributed quotation from a service user the
individual's express permission must be sought before this can used.

Collecting and safeguarding information

16.

17.

18.

19.

Trade also recognises its duty to safeguard the information it holds on external
groups and individuals. Trade will regularly update information, dispose of
outdated data and check that storage and archive systems are secure.

All written materials [registration forms, newsletter forms, training application
forms etc] will be designed to ensure that only necessary data is being
collected and that this is kept with permission.

If Trade wishes to use personal information for purposes such as ‘direct
marketing’ (e.g., of courses or new services on offer), the organisation will
obtain the explicit consent of the person at the time of collecting the data.
People/organisations will be provided with the opportunity to opt out of being
contacted in this way (e.g., by ticking an opt-out box on a form).

Mailing lists will only be passed on to other organisations/individuals in order to
comply with funding/legal requirements or with the express consent of those
listed.
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