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. Confidentiality Policy — Part 1

General Principles

1. Trade Sexual Health (Trade) recognises that Trade staff, trustees,
andvolunteers gain information about individuals and organisations during the
course of their work or activities with the charity. In most cases this will not be
explicitly labelled as confidential, and the exercise of common sense and
discretion will be vital in determining the confidentiality of the information. This
policy aims to give some guidance. If there is any doubt, seek advice from your
line manager.

2. Staff, trustees, and volunteers are able to share information with their line
manager in order to seek advice.

3.  Staff, trustees, and volunteers should not engage in ‘gossip’.

4.  Staff, trustees, and volunteers should avoid talking about
individuals/organisations in a social setting and/or whilst working in the
community on Outreach sessions/sites.

5.  Staff, trustees, and volunteers will not disclose to anyone, other than their line
manager, any information considered sensitive, private, financial, or personal
without the knowledge and consent of the individual concerned.
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Where for the purposes of wider discussion a third party’s information could
enhance the discussion, either the third party’s prior consent should be gained,
or it should be discussed in case study format with names and identifying
details removed.

Where there is a legal duty to disclose information, the person to whom the
confidentiality is owed will be told that disclosure has or will take place, unless it
is unsafe to do so. It is the responsibility of the CEO and Board of Trustees (not
the individual staff member, trustee, or volunteer), to make the decision to
make an uninformed disclosure in the event that it is deemed unsafe to inform
the individual concerned.

Confidentiality Policy — Part 2

This part of the policy is concerned with how confidential matters will be
addressed within Trade. It will concentrate its guidance on two aspects: firstly,
on data collection — how information is gathered about individuals involved
in/with Trade, and secondly how staff, trustees, and volunteers will be expected
to act in relation to any confidential information which they encounter as a result
of their involvement with the charity.

This policy applies to all information either of a personal nature to specific
individuals or information that is considered as sensitive and/or confidential to
the organisation.

Information regarding Trustees/Staff/Volunteers/Students.

3.

As the recruitment of trustees, staff, and volunteers requires the collection of a
considerable amount of personal information it is important to consider what
information is needed and for what purpose we are collecting it.

Only the necessary information relevant to the individual’s role at Trade should
be collected. Any monitoring information should be used for anonymous
statistical purposes only.

Some of this information needs to be readily available, such as names and
contact information, but many other items, although relevant to the recruitment
and monitoring processes are irrelevant outside of this and should be kept
confidential. Some examples of this are medical information; Disclosure Baring
Service (DBS) check results, and personal historical information such as staff,
trustee, or volunteer medical histories.

Information of this nature will be treated in the following manner:

o Information will be securely stored.
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7.  Access to this information will be restricted to the: CEOOperations Manager,
Counselling Service Manager and Volunteer and Community Outreach
Coordinator as required by the individual’s involvement with Trade. This will
require thought about the processing of this information and who is responsible
for the filing, photocopying, data inputting, etc.

8. Information will only be retained whilst an individual is a trustee, staff member
and/or volunteer within Trade. Contact information will be retained beyond this
point with the permission of the individual.

9. Arecord of the DBS results and date of the check will be kept on file.

10. Where confidential information regarding a trustee, member of staff, and/or
volunteer is sought or needs to be passed on to either others within Trade or an
outside agency, the CEO will only do so with the written consent of the person
in question.

11. Trade will, upon written request, provide individuals with copies of the
information, which it holds about them, in accordance with The Data Protection
Act.

12. All confidential information should be labelled as such, and access limited to
essential staff only.

13. Trade will make strenuous efforts to ensure that all data held regarding
trustees, staff, and volunteers is as accurate as possible.

14. Where information relates to issues that give rise to safeguarding concerns or
current matters of suspected illegal activity of any other kind the organisation
reserves the right to pass this information on to an appropriate third party
without the consent of the person/persons involved.

Information gained regarding others

15. Where a trustee, staff member, or volunteer obtains information of a
confidential nature regarding any other trustee, staff, volunteer or service user
they will be expected to treat this with confidence and comply with Trade’s
guidance.

16. Where a trustee, staff member, or volunteer, obtains information regarding any
other person that could be of a confidential nature this will be treated in the
strictest confidence and not divulged to a third party without the express
consent of the person in question.

The only exceptions to this are as follows:
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17. Where a trustee, staff member or volunteer, feels unable/unqualified to deal
with the information disclosed they will be permitted to seek the advice of the
CEO as to the best way to address concerns.

18. Where the information disclosed relates to issues of safeguarding or current
illegal activity, all trustees, staff members and volunteers are expected to bring
such issues to the attention of the CEO who will take further action as
appropriate.

19. N.B. There is a duty to disclose some information including:

20. Any safeguarding issues will be reported to Social Services Department and
Leicester City Council.

. Drug trafficking, money laundering, acts of terrorism or treason. This will
be reported to the police.

21. |If atrustee, staff member, or volunteer believes that an illegal act has taken
place or that a user is at risk of harming themselves or others in, the colleague
must report this to the CEO.

Breach of confidentiality

22. Trustees, staff, and volunteers concerned that there has been a breach of
confidentiality should raise this with their line manager, using the grievance
procedure if necessary. They must not however discuss this outside of the
organisation.

23. Trustees, staff, or volunteers accessing unauthorised files (hard copy or online)
or breaching confidentiality may face disciplinary action and ex-employees
might face legal action.

24. Whistle blowing: Where a member of staff, trustee, or volunteer has concerns
concerning illegal activity within the organisation they can discuss this directly
with the CEO without recourse to the usual grievance procedure.

lll. Confidentiality Policy — Part 3

Confidentiality from outside the organisation — statement

1. From time-to-time other people within Trade may reveal confidential information
about themselves. This may be anything from their home address, phone
number, or online identity, to personal details regarding their life and
circumstances. The information may be given in as part of the enrolment
processes (service users), in conversation, or written and from time to time you
may happen to discover information of a confidential nature on an accidental
basis, i.e., through overhearing a private conversation or similar.
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2. When you become aware of confidential information, whatever the
circumstances, it is important that this is dealt with in the strictest confidence
and that it is not passed on without the permission of the person involved,
unless this information carries with it a legal duty to disclose.

3.  Third party confidentiality: This level of confidentiality is important so that Trade
is seen as trustworthy. Confidential information given to Trade from external
organisations and organisational information of a confidential nature is equally
to be treated with the appropriate degree of confidentiality.

4.  For these reasons Trade requests that all trustees, staff members, and
volunteers, who may have access to information of a confidential nature, as
part of their role within Trade, sign the statement below.

5. Thisis intended to demonstrate that they understand the need for
confidentiality and will agree to keep information acquired in the course of their
association with Trade confidential both within the charity and elsewhere.
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Name: Date:

Statement:

| recognise that during the course of my work as a Trustee, staff member or
volunteer with Trade, | may learn information about individuals/organisations that
is confidential to either the individual or the organisation, which must not be
disclosed to anyone without the permission of either the person concerned, the
organisation as applicable, or after consultation with my line manager.

| understand that the only exceptions to this are as follows:

1. When I need to seek advice regarding how to deal with information of a
confidential manner, which have been told | may consult with the
organisation’s CEO.

2. Ifinformation disclosed has implications for safeguarding or refers to current
illegal activities, | must inform the CEO who will then take appropriate action.

| understand that any breach of this agreement could result in disciplinary or legal
action.

| agree to uphold this commitment to confidentiality either whilst | am working or
volunteering for Trade and elsewhere.

Signed Date

Name

Address
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